Features and Benefits

Feature

Central Deployment

iServer Features and Benefits

Description

User profiles can be pre-configured and the entire
configuration, as well as the software, can be centrally deployed.

Benefit

Forced compliancy of all users & easy mass
deployment.

Customisable

You can add your own front-end design and features.

Added customer value.

Easy Administration

Track, monitor and control scheduled times, backup size
allowed, billing etc.

Complete monitoring capabilities.

No Additional Database
or Operating System

All provided as part of the package.

Cost saving and no additional skills required.

Server Replication

Feature

Automated

Replicate the backup server off-site.

Complete Disaster Recovery.

iClient Features and Benefits

Description

Backups will run automatically according to scheduled times.

Benefit

No user intervention required, reduces risk of failure.

Dedicated Server

Hosted within a secure data centre or at the client's own site.

100% secure, no chance of unauthorised access or failure.

Transfer security

All data is transferred using encryption based on a 192 bit key.

Data will reach the correct destination and cannot be
intercepted.

Local Data Encription

Encrypted using a 128 bit key.

No unauthorised person can view the data, each user's data
is protected individually.

Compression

4:1 Compression ratio, up-to 8:1 for text only.

Less time transferring your data and less space required on
the backup server.

Complete Archive

Storing the 80 latest versions of each file.

History of changes enables rollback.

Patch Backups

Once the initial backup has been done only the change
within the file and not the complete file is backed up.

Drastically reduces transfer time and storage requirements.

Committed Rollback

In the event of a line disconnecting while the backup is
being transferred, the file will restart.

Prevents file corruption.

User or Centrally Managed

Selecting username, password, encryption key,
dataset & schedule times.

Full control where and when you want it.

Central Managed Logs

The administrator can draw a log of all backups performed.

Ensure compliancy.

Online restore options Allows quick & easy restores in and away from the office.

Bulk restores and individual file restores are fast and efficient.

Data Structure Rebuild

Automatically rebuilds your entire data structure.

All your data is restored to its original form, and no
sorting is requlred.

Version Selection on Restore

Restore data as at any date you select and the correct
versions of each file will be restored automatically,

Restore all your data as at a specific date or select all the
latest versions in a single click.
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Ease of use An extremely user-friendly interface and method of operation. No IT experience or computer skills required.
Email Backup Automatic daily backup of email. Probably the most critical of all, most users wouldn't even
know where to find their email file, now just tick a box.
Right Click Right click on any file or folder and select to add it to your Adding to ease of use, you do not even have to open the
backup set. application.
Speed Saves time when completing backups. Our solution is extremely fast and 100% automated.
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SureBack provides you with an
automated data backup solution for
all mobile and desktop PCs.

More so than ever before,
the need to protect mission
critical data from loss or

and in general, confidential
and intellectual property are
all stored on computers. The
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unauthorised access is in
many cases critical to the
continued viability of any
organisation.

Blueprints, financials,

specffications, communications,

recent move towards mobility
has further complicated the
process of securing compary
data and has placed many
organisations at risk from data
loss and theft of mission
critical information.



The Data Dilemma

Data Location and Legal Compliance

The Data Location Dilemma is a predicament faced by executives in virtually every organisation. In many instances, highly
confidential information may be too sensitive for executives to store on servers since it frequently happens that even the most
junior of IT personnel can gain access to all centralised data. Company Directors and Executives could be held liable on an
individual and corporate level should data fall into the wrong hands. Unfortunately, for most users, the only consistent, daily
backup of data occurs on servers where, as is already known, most critical data is not stored. It is impractical to backup a PC
or notebook to a CD or zip drive every day.

« Legal recognition is given to any document created on a palmtop, laptop, or desktop PC and can be used for
evidentiary purposes in a court of law.

« Amajor liability faced by virtually every company, relates to protecting data from both loss and unauthorised
distribution. It is critical that organisations establish both access / security policies for their active documents
as well as their backed up data.

Backup Policy Ef ficiency

The Problem: A further major problem faced by companies with large mobile workforces is user compliance to the organisation’s
backup policy. Whilst the best of backup policies may be professed, the management of this policy and ensuring ultimate user
compliance is not that simple. Tracking backup frequency is at best time consuming and at worst impractical for the average
company. Standard features offered by Windows, like synchronisation or the backup feature are both time consuming and

The Solution:
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The IT administrator 's perspective

A mass deployment tool, which allows for quick and easy installation.

A management console, which gives the administrator an overview of the data backup status of all desktops and mobile
PCs.

A log of all backups and exception reports informing the administrator of PC systems which have not been backed up.
The facility to manage all usernames, passwords and encryption keys.

The ability to manage and control the file types which are being backed up (include and exclude facilities).
Users can backup and restore their own files and documents, which implies less demand on the IT administrator's support
time.

The IT administrator can set up backup profiles for users and backup account sizes depending on the user’s storage
requirements.

The IT administrator can schedule backup times for all the users, spreading the impact on the network and server evenly.
The option to replicate the Sureback server off-site as an additional backup.

The PC user’s perspective

An easy to use menu that gives the user the option to backup and restore selected files and documents (This can be
overridden by the IT administrator).
Backups run in background mode and require no user intervention.

inefficient within the context of a large LAN or WAN, where network traffic and storage tracking is highly important.

The Solution:  SureBack provides an ideal solution for companies in this predicament by providing an automated, location
irrelevant, fast, and secure backup solution for data to a centralised location. Patch technology reduces transfer volumes while

ensuring data is accurate and up to date.

Management and Monitoring

The Problem: In an ideal environment a dedicated, responsible person should be alerted to any problems relating to data
protection, in order to completely eliminate the possibility of data loss at any level, mobile or stationary, centralised or decentralised.

The Solution:  SureBack allows for easy server management, reporting, policy and permission modification, individual and
group profile management, as well as an array of other monitoring tools. Complete management of both the iServer and iClient
applications requires only basic IT knowledge, and the program has been designed for maximum ease of use.

Disaster Recovery

The Problem: Itis critical that companies have fast and efficient Disaster
Recovery Programmes in order to minimise downtime and lost productivity.

The Solution:  SureBack minimises downtime by providing an easy to use
restore function that can restore all or part of a directory to its original location
or any location selected by the user. In addition, this ease of use from a
user’s perspective, drastically reduces manpower requirements when restoring
data. The application has been designed to ensure that users cannot delete
data or make any irreparable changes to his/her file structure.

All dat a is encrypted for storage using a 128 bit key and re-

encrypted for transfer using a 192 bit key . (Higher levels are

available on request.) This encryption is unbreakable by any

current technology . This means that confidential dat a that is
backed up remains just that, confidential.
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Brief overview of products
and service delivery methods

SureBack provides an easy to use data
backup and restore tool, which can be
used by low-level PC users as well as
advanced IT administrators. The
SureBack service utilises the highest
levels of data protection and security
currently available. The SureBack
service is delivered by one of two options.

1-10 Users

A web based backup service - all data
is securely backed up to a securely
hosted SureBack server via the internet.
This service is ideal for the individual
and the small business environment.

The facility to view all personal backup logs.

An archiving facility with the ability to restore up to 80 different versions of the document.

The ability to back up all their data, including emails, files and folders.

The software automatically connects to the server via the network or Internet, users are therefore not required to be
permanently connected to the Internet, which in turn cuts overheads.

Senior management’s perspective

All data is encrypted and secured. This also means compliancy with legislation.

The ability to charge different cost centres for backup space used.

A saving of hard drive capacity costs as all the backed up data is compressed.

The protection and security of sensitive internal information.

For the travelling senior executive, the ability to restore a file or document from anywhere in the world.

A tool which assists management in complying with legislation relating to the protection of company information.
The assurance that all users are compliant with company backup policies because the process is automated.

10 - 10,000 + Users

A LAN based internal backup solution
— all desktop and mobile PC data is
backed up, to internal SureBack
servers, within the client's own
organisation, either via the local
network or via the internet for remote
users. The servers can also be
replicated off-site for additional
security. The backup service is then
managed centrally by the IT
department, or by the PC users
themselves. The IT administrator has
the ability to deploy, manage and
obtain an accurate overview, of all the

users and their data backup profiles. The illustration shows just how flexible the SureBack solution is. 24/7 access to your data whether you are in
your office or in another country. This server can be hosted on your site or within the SureBack server farm.
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